NHO®OPMALIMOHHAS ITAMSITKA
JJISI OBYYAIOIIIUXCA IO UHOOPMAIIMOHHOU BE30OIMTACHOCTH
(015 pasmewjenus Ha OPUYUATLHBIX UHMEPHEM-PECYPCax 00paA308amelbHOLL OP2aHU3ayUL)

C xaxIpIM TOZIOM MOJOJICKM B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKU — OTHH U3
CaMBIX aKTUBHBIX TIonb30oBaresieii Pynera. Mexay TeMm, IOMHMO OTPOMHOTO KOJHYECTBA
BO3MOXKHOCTEH, MHTEPHET HeceT W NpoOieMbl. DTa mamsTKa JOJDKHAa MoMoub Tebe Oe30macHo
HAaXOJHUTHCS B CETH.

KomnbrorepHbie BHpPYChI

KoMmbploTepHblii BUpYC — 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPAMM, OTJIMYUTEIBHOMN
O0COOEHHOCTBIO KOTOPOW SIBJISIETCSI CIOCOOHOCTh K pa3MHOXKEHHIO. B JomosiHeHne K 3TOMy, BUPYCHI
MOTYT TOBPEOUTh WJIM TOJHOCTHIO YHHYTOXHTH Bce (aillbl M JaHHBIE, IOJAKOHTPOJBHBIE
M0JIb30BATENI0, OT UMEHH KOTOPOro Oblja 3amylieHa 3apakeHHasi IporpaMMa, a TaKkKe MOBPEIUTh WIH
Jla’ke YHUYTOXXUTH ONEPAIMOHHYIO CUCTEMY cO BceMu (paiimamu B 1enoM. B OonbIMHCTBE citydaeB
pacIpoCTPaHAIOTCS BUPYChI YEPE3 UHTEPHET.

MeTo/1b1 3a1IUTHI OT BPEJOHOCHBIX MPOTpamMM:

1. Ucnionp3yii COBpEMEHHBIE ONIEPAIIMOHHBIE CUCTEMBI, UMEIOILIE CEPHE3HBIN YPOBEHB 3alIUThI
OT BPEIOHOCHBIX IIPOrPaMM;

2. IlocrossHHO ycTaHaBiIMBaiW maTud (UMGPOBBIE 3aIUIATKH, KOTOpPBIE aABTOMATHUYECKH
YCTAQHaBJIMBAIOTCS € LIEIbI0 JOPAa0OTKM HPOTrpaMMbl) U JIpyrHe OOHOBIIEHUS CBOEH ONEpallnOHHOM
cucteMbl. CkaunBail MX TOJIBKO ¢ ouimansHoro caira papadorunka OC. Eciu cymecTByeT pexxum
aBTOMAaTHUYECKOro 0OHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha CBOeM KOMIIBIOTEpE O] TpaBaMu MOJIb30BaTelIs, a HE aMUHUCTpATOpa. DTO HE
MO3BOJIMT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HWHCTAUIUPOBATHCS HA TBOEM MEPCOHAIHHOM
KOMIIBIOTEPE;

4. Hcnonb3ydl aHTUBHPYCHBIE MPOTPaMMHBIE MPOIAYKTHl HM3BECTHBIX MPOU3BOAUTENECH, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3;

5. Orpannyp pU3HUECKUI JOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIHII,

6. Hcnonb3yil BHEUIHHE HOCHUTENW WH(POPMALUHU, Takue Kak (dmKa, JUCK Wiau (ain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX ICTOYHHUKOB,;

7. He oTkpbIBail KOMIBIOTEpHBIE (Pailyibl, MOTyUYCHHBIE U3 HEHAJCKHBIX UCTOUYHUKOB. [laxke Te
(aiinel, KOTOpPBIE TpUCa TBOIM 3HAKOMBIN. JlydIle yTouHu y HEro, OTIPABIISUL JIM OH TeOe UX.

Cern WI-FI

Wi-Fi — aT0 He BuA mepenauu JaHHBIX, HE TEXHOJIOTHUS, a BCEro JHMIIb OpeHn, Mapka. Emie B
1991 rony wuuaepnanackas kommaHus 3apeructpupoBania Openn "WECA", uto o603Havano
cioBocouetanue "Wireless Fidelity", koTopslii nmepeBoauTcst Kak "GecripoBOAHAs TOYHOCTD'.

Jlo Halero BpeMeHu Joluia Apyras ab0peBuaTypa, KOTopast sSBJISETCS TaKOW YK€ TEXHOJIOTHEH.
D10 abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JAaHO C HAMEKOM Ha CTAHJAPT BBHICIICH 3BYKOBOM
texHuku Hi-Fi, uro B mepeBose o3HayaeT "BbICOKAs TOUHOCTH'.

Jla, OecrlaTHBIH HHTEpHET-IOCTYN B Kade, OTensX W a’dponopTax sBISETCd OTIMYHOU
BO3MOXHOCTBIO BBIXOJ]a B HUHTepHET. HO MHOTHME SKCnepThl CYUTAIOT, uyTO obmmenocTynHbsle Wi-Fi cetn
HE SBIISIOTCS 0€30MaCHBIMU.

Cogertsl 110 0€30mMacHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsx Wi-Fi:
1. He mepenaBaii cBoro nuuHyro uHpOpMaIuio depe3 odmenocrynasie Wi-Fi cetu. Paboras B
HUX, JKEJIaTeJIbHO He BBOJUTH MMapOJIH AOCTYIA, JTIOTHHBI U KaKhe-TO HOMEpa;

2. Wcnonb3yii m OOHOBJISH aHTUBUPYCHBIE TpPOrpaMMbl U OpaHamay’p. TeM caMbIM TbI
obe3omacuib ceds OT 3aKauyKy BUpPyca Ha TBOE YCTPOMCTBO;



3. IIpu ucnonp3oBanuu Wi-Fi otkmroun ¢yskimio "OO0mmii 1ocTyn K daiiaM U mpuHTepam".
JanHas QyHKUIHMS 3aKpbiTa [0 YMOJIYAHHUIO, OJHAKO HEKOTOPHIE IOJIb30BATEN aKTUBHUPYIOT €€ IS
y100CTBa UCIIOIB30BaHMs B paboTe WiH y4eoe;

4. He ucnions3yit myommunbiii Wi-Fi 115 mepegadn JTUYHBIX JTaHHBIX, HAIPUMED JJIs BBIXO/A
B COL[MATIbHBIE CETU WJIU B AJIEKTPOHHYIO MOYTY;

5. Ucnone3y#t Tonpko 3anmumiennoe coeanaenne yepes HTTPS, a ue HTTP, T1.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B MmoOmipHOM Tenedone otkimoun pynknuio "l[logkmouenne k Wi-Fi aBromatudecku". He
JIOITyCKai aBTOMaTHUYECKOTO MOJKIIIOYEHUs yCTpoiicTBa K cetaM Wi-Fi 6e3 TBoero coryacusi.

CounajnHble ceTH

COL[I/IaJ'IbHBIG CCTU AKTUBHO BXOAAT B HAIly XU3Hb, MHOTHC JIIOAU pa60Ta10T " XKUBYT TaM
nocTostHHO. Ho, OOJIBIIMHCTBO TMOJIb30BaTeNeil He MOHUMAIOT, YTO WH(POPMAIUs, Pa3MEIICHHAsS MU
B COIIMAJIBHBIX CCTAX, MOXKET 6I>ITB Haﬁ;[eHa " UCII0JIb30BaHA KEM YIOJHO, B TOM YHCJIC HGO6$I321TGJIBHO
¢ OylaruMu HaMEpPEHUSIMH.

OCHOBHBIE COBETHI IO 0€30MaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpannyb CUCcOK apy3ei. Y TeOs B APY3bAX HE JOJDKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JIIOICH

2. 3amumiail CBOIO YacTHYIO Ku3Hb. He ykasbiBail maposu, TenedoHsl, aapeca, 1aTy TBOETO
POXIEHUS M JPYryl0 JW4YHYI0 HH(OpManuoo. 3IO0yMBIIUIEHHUKH MOTYT HCIONb30BaTh Jaxe
UH(POPMALIKIO O TOM, KaK Thl M TBOM POJUTENH IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amumiaii cBOI0 pemyTaIuio — IePKU €€ B YHCTOTE W 3a/aBail cebe BOIpoc: XoTed Obl ThI,
9YTOOBI JPYrHe IMOJIb30BAaTe BHUJACIH, 4TO Thl 3arpyxkaems? I[logymaii, mpexiae dYem dYTO-TO
OITyOJIMKOBATh, HAMKICATH U 3aTPY3UTh;

4. Ecnay Tl TOBOPUILB C JIIOJbMH, KOTOPBIX HE 3HACIIb, HE HUCIIOJIB3YH CBOE peajlbHOE UM U
JPYTyI0 JUYHYIO HH(OPMALMIO: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U IIPOYEE;

5. U36erait pasmenienust pororpaduii B MHTEpHETE, T/I€ THI M300pa)kKeH HAa MECTHOCTH, IO
KOTOPOU MOYKHO OIPEICTUTH TBOE MECTOIOIOKEHHUE;

6. Ilpu perucTpanvd B COIUAIBHONH CETH HEOOXOIMMO HCIOIB30BaTh CIOXKHBIC MapOJIH,
cocrosmue u3 OykB v UG U ¢ KOJIUYECTBOM 3HAKOB HE MEHee §;

7. ns conuaibHON CETH, TTOYTHI U JPYTHX CAUTOB HEOOXOIMMO MCIIOJIb30BaTh Pa3HbIE apOJIH.
Torz[a €Clin T€6$I B3JIOMAIOT, TO 3JIOYMBINUJICHHUKU ITOJTy4YaT JOCTYII TOJIBKO K OAHOMY MCCTY, 4 HC BO
BCE Cpasy.

DJIeKTPOHHBbIE 1eHbIH

DONEeKTpOHHBIE JIEHBIHM — 3TO OYECHBb YJMOOHBIA CIMOCOO TIUIaTeXEeH, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT HOJYUUTH 3TU ACHBI'U.

DONEKTPOHHBbIE JIEHbIM TOSIBUJIUCH COBCEM HENABHO W HMEHHO H3-3a 3TOTO BO MHOTHUX
rocyapcTBax 0 CUX IMOpP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, TJIe UX Pa3AeNsiioT Ha
HECKOJIbKO BHJOB — QHOHHMMHBIE MU HE aHOHMMHbIC. Pa3HuIla B TOM, YTO aHOHUMHBIE — 3TO TE€,
B KOTOPBIX pa3peuiaercs NpoBOJUTH ONepanuu 0e3 uaeHTU(GUKAINY [T0JIb30BATENs, a B HE aHOHUMHBIX
UACHTU(DHUKAIUS TOTH30BATENS SBISETCS 0053aTEIHHOM.

Taxke crnemyer pa3nuyaTh 3JIEKTPOHHBIC (UATHBIE JEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC He(DHATHBIC JEHBI'H (HE PABHBI TOCYIaPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 110 0€30MacCHOM paboTe C ITEKTPOHHBIMU J€HbIaMU:

1. TlpuBsixku K cuery MOOWIBHBIA TeneoH. DTo camblii yIOOHBIH M OBICTPBIA CIIOCOO
BOCCTaHOBUTH JIOCTYI K cdery. [IpuBsi3anHbIi TenedOoH MOMOXKET, eciii 3a0yAellb CBOM TIaTeKHBIN
MapoJib WM 3aiIelIb HA CAlT C HE3HAKOMOI'O YCTPOMCTBA;



2. Ucnonw3yit ogHOpa3oBeie mapoiu. [lociie mepexoa Ha YCHIIGHHYIO aBTOPH3alUI0 TeOe yxe
He OyJeT yrpoxkarh ONMacHOCTh KPaXKH WM MepexBaTa MIaTeKHOTO MapoJis;

3. Bribepu cnoxsbiii nmapons. IIpectynmHukam OyneT HENmpocTo yrajaaTh CIOXKHBIM Hapoib.
HanexHble maposm — 3TO MapoiM, KOTOpPbIE COAEpXKAaT HE MEHee 8 3HAKOB M BKIIOYAIOT B ce0s
CTPOYHBIC M MPONHMCHBIE OYKBBI, IIU(PPbI U HECKOJIBKO CHUMBOJIOB, TaKME€ KaK 3HAK JoJuiapa, QpyHTa,
BOCKJIMIIATEIbHBIN 3HAK | T.1. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE TAHHBIE HA CalTaX, KOTOPHIM HE JOBEPSCILIb.

DJIeKTPOHHAS MOYTAa

DNEeKTpOHHAsl IOoYTa — 3TO TEXHOJIOTUS U NPEOCTaBISEMBIE €10 YCIyTH IO IMEPECBUIKE U
MOJIyYEHUIO JIEKTPOHHBIX COOOILEHUHM, KOTOPhIE PACIPEAESIOTCS B KOMIBbIOTEpHOH ceTu. OOBIYHO
AJIEKTPOHHBIN MOYTOBBIM SIMIMK BBIMIAIUT CICAYIOIMIMM 00pa3oM: UMs_IOJIb30BATEII(@UMS_JIOMEHA.
Taxxke kpoMme nepegaun IpOCTOro TeKCTa, MMEETCS BOZMOKHOCTh TiepeiaBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hamo BBIOpaTh MpaBWIBHBIA TOYTOBBIM cepBHUC. B WHTEpHETE €CTh OTPOMHBIM BBHIOOD
OecIUIaTHBIX TIOYTOBBIX CEPBUCOB, OJHAKO Jy4lle TOBEPATH TEM, KOTO 3HACIlb M KTO MEPBBIN
B PEUTHHTE;

2. He ykaspiBaii B IM4HON mouTe JWYHY0 HHpopmanuto. Hampumep, mydiie BbIOpaTh
"My3bIKanbHbIN _(haHaT@" umn "pox2013" BMecTo "TéMal3";

3. Ucnonp3yit ABYXATAHYI0 aBTOPU3ALMIO0. DTO KOTJa MOMUMO Mapojsi HY>KHO BBOJUTH KOJ,
npuchUIaeMbii 1o SMS;

4. Bp1Oepu CIIOXKHBIN Tapodib. [[71s1 KaXkK10ro moYTOBOTO SAIIKKA JOJKEH ObITh CBOM HAJIC)KHBIH,
YCTOWYHMBBIN K B3JIOMY 1apOJIb;

5. Ecam ecTtp BO3MOXKHOCTb HAalKCaTh CaMOMY CBOM JIMYHBIA BOIPOC, MCIOIB3YH ITY
BO3MOKHOCTB;

6. Mcronb3yil HECKOIBKO MOYTOBBIX SIIMKOB. [IepBbIi 111 4aCTHOM MEPENHUCKH C aipecaTamu,
KOTOpPBIM Thl JOBEpSACLIb. DTO IEKTPOHHBIM aJpec HE HAJ0 HUCIOJIb30BaTh NPU PETUCTPALMU Ha
dbopymax u caiftax;

7. He oTkpbiBaii ¢aiiiasl U Ipyrue BIOKEHUS B MHUChbMaX, JaKe €CIM OHHW MPHUIIUIH OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiibr;

8. [Tocne oxoHuaHUsi pabOTHl HA TTOYTOBOM CEPBUCE MEpel 3aKPHITUEM BKIIAJKH C CAHTOM HE
3a0yap HaXaTh Ha "BeiidTu".

Ku0epOy/uIMHT WJIM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOynauar — mpecnenoBaHre COOOUIEHUSMH, COJACPKAIIMMH OCKOPOJICHHS, arpeccuro,
3allyruBaHuC; XYJIIMTaHCTBO; COLMAJIbBHOC GOﬁKOTHpOBaHI/IC C TIOMOULIBIO PAa3JIMYHBIX HHTCPHCT-
CEpPBHCOB.

OcHOBHBIE COBETHI 110 OOpPKOE C KHOEPOYILITUHTOM:

1. He Gpocaiics B 6oi. JIyummii crmoco0: OCOBETOBAThCS Kak ceOsi BECTH U, €CIM HET TOrO,
K KOMY MOXHO OGpﬁTHTBC}I, TO HYXHO BHAa4aJiIC€ YCIIOKOHUTLCA. Ecimu TBHI HauHellsr OTBEYATH
OCKOPOJIEHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €I1e OOJIBIIE pa30KKEITh KOHDIUKT;,

2. YrpaBnsii cBoel KubeppenyTammei;

3. AHOHUMHOCTB B ceTH MHUMasl. CyIIECTBYIOT CIIOCOOBI BBIACHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crouT BeCTH XYJIUTaHCKHI 00pa3 BUPTYAJIbHOU *U3HH. HTEpHET (UKCUpPYeT BCE TBOU
JEHCTBUSI I COXPAHSIET MX. Y JAIUTh UX OYyJEeT KpaiiHe 3aTPyIHHUTEIBHO;

5. Cobmrosiaii CBOIO BUPTYaTbHYIO Y€CTh CMOJIONY;

6. Urnopupyii emunnuHblii HeraTuB. OJQHOpPa30BbIE OCKOPOWUTENbHBIC COOOIIECHUS JIydIle
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4YaJIbHOM CTa/lny;



7. ban arpeccopy. B nporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMU, B COITUATBHBIX CETSIX
€CTh BO3MOYKHOCTH OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C OMPEIEICHHBIX apeCcOB;

8. Ecmm T1bI cBUzmerens KUOEpOYNIMHTa, TO TBOM JCHCTBUSA: BBICTYNIUTH MPOTHB
IIPECIeI0BaTeNs, MOKa3aTh €My, 4TO €r0 IEHUCTBHs OLICHUBAKOTCS HETATUBHO, MOAJEPIKATh JKEPTBY,
KOTOPOH HY)KHA IICUXOJIOrHYecKast IOMOIIlb, COOOLIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B
CeTH.

MoOuabHbIi Tes1eoH

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COJEpKAT B ceOe BIOJIHE CephE3HBIN (DYHKIIMOHAM, U
Tenepb OHU MOTYT KOHKYpHUpPOBaTh CO CTallMOHAPHBIMU KOMITbIoTepaMu. OJHAKO, CPEICTB 3aAIIUTHI
JUISl TOZOOHBIX YCTPOICTB MOKa OYeHb Majio. TecTHpOBaHME U MOMCK YSI3BUMOCTEH B HUX NMPOUCXOINUT
HE TaK MHTEHCUBHO, Kak Jis [1K, To e camoe kacaercss 1 MOOUIBHBIX IPUIIOKECHUH.

CoBpeMeHHbIE MOOWIBHBIE Opay3epbl YK€ NpPaKTHYEeCKH JOTHAIM HACTOJbHBIC aHAJIOTH,
OJIHAKO pacmmpeHue (yHKIMOHAJIA BJIEUYET 3a COO0OM OOJNIBIIYIO CIIOXHOCTh W MEHBITYIO
3alllUIIICHHOCTD.

Jlanmeko He Bce MPOW3BOAMUTEIN BBITYCKAIOT OOHOBIEHUS, 3aKPHIBAIOIINE KPUTUUICCKUE
YSI3BUMOCTH 171l CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 11 0€30MacCHOCTH MOOMIIHLHOTO TeneoHa:

1. Huuero He siBIsieTcs IMO-HACTOSIIEMY O€CIUIaTHBIM. byab oCTOpoXkeH, Beab Korja Tebe
npeiaratoT 6eCIuIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHE-TO TUIATHBIE YCIIYTH;

2. dymaii, npexzae yem oTnpaBuTh SMS, ¢hoto mim Buzaeo. Thl TOUHO 3HACIIb, I/I€ OHU OYAYT B
KOHEYHOM UTOre?

3. Heo6xoa1uMo 0OHOBIISATE OTIEPAIIMOHHYIO CHCTEMY TBOETO cMapTdhOHa;
4. Vicnonb3yi aHTUBUPYCHBIE MPOTPaMMBI JJIsI MOOUJIBHBIX TEIe(OHOB;

5. He 3arpyxaii mpuiaoXeHUs OT HEU3BECTHOIO HCTOYHHUKA, BEIb OHU MOTYT COJEpPKATh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieYeHue;

6. Ilocme TOro kak ThlI BBIAJCIIb C caifTa, Ie BBOAWJ JIMYHYIO HH(POpMAIMIO, 3aiau
B HaCTpoOWKu Opay3epa u ynanu cookies;

7. Ileppoandecku MpoBepsiii, KaKKe IJIaTHBIC YCIYTU AKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBOIt HOMEp MOOWIBHOTO Tele(pOHa TOJIBKO JIFOISIM, KOTOPBIX ThI 3HACIIb M KOMY
JOBEpsICLIb;

9. Bluetooth nomkeHn OBITH BBIKIIOYEH, KOTJa Thl UM HE MOJNb3yelnbcs. He 3a0biBall mHOTIA
IPOBEPSATH 3TO.

OHyaliH-UTPbI

CoBpeMeHHbBIE  OHJAWH-UTPBI — O3TO  KpPacO4YHbIE, 3aXBaThIBAIOIIME  pa3BJIICUCHHUSI,
OOBEAMHSIIONINE COTHU THICSY YEJIOBEK MO BceMy MHpPYy. WMIrpokd HCCIeAyIOT MaHHBIH MM MUD,
00IIaloTCsl IPYr € JIPYroM, BBITIOJNHSIOT 3a7aHus, CPaKArOTCA C MOHCTPAMH W TOJY4YaroT OIIBIT.
3a yIOBOJILCTBHE OHH IUIATAT: TOKYMAIOT JKUCK, OTUIAYMBAIOT Aa00HEMEHT WJIH MPUOOPETAIOT KaKue-TO
OIIIINH.

Bce st cpenctBa uayT Ha mojjep)KaHUE U pa3BUTHE UTPHL, a TaKkKe Ha caMy 0e30I1aCHOCTD:
COBEPIIICHCTBYIOTCS CHUCTEMBI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIE MaTyd (MH(POBBIC 3ariaTKU IS
IpOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Hurpax CTOMT OIlacaTbCia HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO Kpa>Xu TBOECTO
apoJist, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIEC COBETHI 10 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecniu apyroii urpok BeaeT ceds MIoX0o WM co3laeT Tebe HEeNMpUATHOCTH, 3a0JI0KUPYH ero
B CITUCKE UTPOKOB;



2. Iloxanyiica aqMHUHUCTpATOpaM HUIPbl HA IUIOXOE€ MOBEAECHUE ATOr0 HUIPOKA, KEIATEIbHO
MPUIOKUTH KaKUE-TO IOKA3aTeJIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii TMuHYI0 HHPOPMALIKIO B Ipodaiiie Urpsl;
4. YBaxail Ipyrux y4acTHUKOB I10 UTDE;

5. He ycranaBnuBaii Heo(uManbHbIE TATYH U MOJIBL;

6. Mcnionp3yil CII0KHBIE U pa3HbIE AapOJIy;

7. Jlaxe BO BpeMsl UTPbI HE CTOUT OTKJIFOYaTh aHTUBUpPYC. [I0oKa Tl Urpaenib, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

@OUIIUHT WIN Kpaika JUYHbIX JaHHbIX

OOBIYHON KpaXkel JeHer W JOKYMEHTOB CETOJNIHS YK€ HUKOTO HE YAMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUH 3JIOYMBINIUICHHUKH TEPEMECTHIINCh B WHTEPHET, W MPOJIOJDKAIOT 3aHUMAThCS
"III0OUMBIM" JIEJIOM.

Tak mnosiBWIIacCh HOBas yrpos3a: HMHTEPHET-MOIIEHHHYECTBA WJIM (DUIIMHT, TJABHAs LEJb
KOTOPOTO COCTOUT B TIOJyYCHUH KOH(HICHINAIBHBIX JaHHBIX MOJIB30BATENCH — JIOTHHOB U MApOJICH.
Ha anrnwmiickom si3pike phishing uutaercs kak ¢umunr (ot fishing — peiOnas joBis, password —
MapoJib).

OcHOBHBIE COBETHI IO OOPHOE C PUITHHTOM:

1. Cnenqu 3a cBoMM akkayHTOM. Eciii ThI TI07103peBaeiiib, 9YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0 MO 3a0JI0KHPOBATh €€ U COOOIIUTh aJIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEE;

2. HWcnonw3yit Oe3omacHble BeO-CaThl, B TOM 4YHCIIe, WHTEPHET-MarasuHOB M MOHCKOBBIX
CHUCTEM;

3. Hcnonb3yli CIOXHBIE W pa3Hble Tapoiu. Takum oOpa3oM, eciau TeOs B3JIOMAIOT, TO
37IOYMBIIIJICHHUKH MTOJTy4aT JOCTYI TOJBKO K OJTHOMY TBOEMY NMPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu TeOst B3JIOMalM, TO HEOOXOIUMO MPEAYNpPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
00aBJICHB Y TEOSI B JIPY3bsAX, O TOM, YTO TeOsI B3JIOMajad M, BO3MOXKHO, OT TBOETO MMEHHU OyeT
pacchlUIaThCs CllaM U CCHUIKHM Ha (DPUIIMHTOBBIE CAUTHI;

5. Ycranosu HazexHbli naposs (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYM cOXpaHEHUE maposis B Opaysepe;

7. He oTkpbIBaii Qaiiel U Ipyrue BIOXKEHHS B MUCbMax, AaXK€ €CIU OHU MPHIUIM OT TBOUX
npy3eit. Jlydie yTouyHu y HUX, OTIPABIISUIN JIM OHU TeOe 3T (aiiibl.

udposas penyranus

[udposas penmyramuss — 3TO HETaTUBHAs WM TO3WUTHUBHas WH(OpManus B ceTH O Tebe.
Komnpomerupyromas uHpopMmanus, pa3MelleHHass B MHTEPHETE, MOXET CEepbe3HbIM 00pa3oM
OTPa3UTHCS HA TBOCH peaIbHOM KU3HH.

"Hudposas pemyranus" — 3TO TBOH UMUK, KOTOpbIH (hopmupyercs u3 uHpopManuu o tede
B UHTEPHETE.

TBoe MecTo KUTENbCTBA, y4eObl, TBO€ (PMHAHCOBOE MOJOXKEHHE, OCOOCHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX — BCE ATO HAKATUTUBAETCS B CETH.

MHoOrre MOIPOCTKH JISTKOMBICICHHO OTHOCSTCS K IyOJHKAIlMH JHYHOW WH(OpMAIUn
B UHTCPHCTC, HC MMOHHUMAasA BO3MOXKHBIX HOCJ’IGI[CTBI/II‘;I. Trl JaXe HC CMOXCIIIb JOoragarbCia O TOM, 4TO
dboTorpadus, pazMeleHHas S5 JIeT Ha3a, cTaja IPUYUHON OTKa3a MPUHSTH TeOs Ha paboTy.

KommenTapun, pasmemenue TBoux Qororpaduii u npyrue ACHCTBUS MOTYT HE HCUE3HYTh
JlaKe TI0CJIe TOTO, KaK Thl UX yAAIUIIb. Thl HE 3HaElIb, KTO COXPAaHWI 3Ty WH(OpPMAIIHIO, MoTaja JIu
OHa B IIOMCKOBBIE CHCTEMBI U COXpPAHMJIACh JIM OHA, a [JIABHOE: YTO MOIYMAIOT O TeOe OKpyKaroliue
JFO/IM, KOTOpBIE HAUAYT M YBUIAT 3T0. HaiiTh MHPOpMAI0 MHOTO JIET CITyCTSI CMOKET JI000i — Kak
U3 100pBIX MOOYKIEHUH, TaK U C HAMEPEHUEM IPUUMHUTB Bpel. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3alTUTE ITU(POBOI peryTaIuu:



1. Tlomymai, mpexae dYeM 4dYTO-TO MyOJWKOBaTh W TepenaBarh y cebs B Oiore wim
B COLIMAJIbHOM CETH;

2. B mHactpoiikax mpoduis YCTaHOBH OTpaHMYCHHMS Ha IPOCMOTP TBOETO NMpOodUis U ero
COAEPKUMOTO, CIIeTal ero ToJIbKO "miis npysei”;

3. He pa3memniaili u He yka3bpiBail MHPOPMAIIMIO, KOTOpask MOXET KOT0-JIM00 OCKOPOJIATHh WIIH
00MXKAaTh.

ABTOpCKOE NpaBo

CoBpeMeHHbBIE IIKOJIBHUKM — AKTUBHBIC IOJb30BaTENN IUPPOBOro mpocrpancrsa. OnHaKo
Jlaiek0 HE BCE 3HAIOT, YTO TIOJb30BAaHHE MHOTUMH BO3MOXKHOCTSIMH ILU(PpPOBOro Mupa Tpedyer
coOJTI0ICHHSI TIPAB HA MHTEIVICKTYAIbHYIO COOCTBEHHOCTb.

Tepmun "WHTEINIEKTyaldbHass COOCTBEHHOCTH' OTHOCHTCS K DPa3jMYHBIM  TBOPEHUSIM
YeIIOBEYECKOT0 yMa, HauyMHas ¢ HOBBIX M300pETCHHM W 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA
OPOAYKTHl U YCIyTd, U 3aKaHuuMBasg KHUTamMH, (oTorpadusiMu, KUHOGUIBMAMHU U MY3bIKaIbHBIMU
MPOU3BE/ICHUSMH.

ABTOpCKME TIpaBa — 3TO MpaBa Ha HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOM3BEACHUS
HayKH, JIUTEPATypbl U HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KAa4€CTBE I'apaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI Tpyd aBTOpa He OyIeT HampacHbIM, JacT €My CIpaBeIIHBbIC
BO3MOXHOCTH 3apaboTaTh Ha Pe3yJIbTaTax CBOErO TPYyJa, MOIY4YUTh U3BECTHOCTh U Npu3HaHue. Hukro
0e3 paspeleHHst aBTOpa He MOXKET BOCIPOU3BOAUTE €0 MPOU3BENICHHE, PACIPOCTPAHITh, TyOJINYHO
JEMOHCTPUPOBaTh, IpoJaBaTh, HMIIOPTUPOBaTb, IIyCKaTb B MPOKAT, MyOJWYHO HCIOJHATH,
NOKa3bIBaTh/UCIIONHATH B 3(upe win pa3meniars B IHTepHeTe.

Hcnonp3oBanue "MUPATCKOro" MpPOrpaMMHOTO OOECIIEYEeHUSI MOXKET NPUBECTH K MHOTUM
pHUCKaM: OT MOTEPH JJaHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWCTBA, I/I€ YCTAaHOBJIEHA
HenerajgbHas nporpamma. He ctouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIErajbHBIE M OECIUIaTHBIC
IIPOTrpaMMbl, KOTOPbIE MOKHO HAalTH B CETH.



